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|. OBIIME ITOJIOXKEHMUS
1. TepmunbI 1 onIpeAeneHUs
IlepconajibHble OaHHBIe - J00as KMH(OPMALMA, OTHOCALIASCS K MPSIMO HWIIH
KOCBEHHO OIIPEJIECJICHHOMY WM OINpeAensieMoMy (Qu3nueckoMy JHiy (CyObeKTy
NEPCOHATIBHBIX JAHHBIX).

Onepartop — rocy1apcTBEHHOE OIOJKETHOE 00111€00pa30BaTEIbHOE YUPEXKICHUE
Camapckoil oOiactu OCHOBHasi obOmieoOpa3zoBarenbHas mkojga Ne 21 umenu I'epos
Coserckoro Coro3a E.A.HukoHoBa ropona HoBOKyHOBIIIEBCKa TOPOJCKOTO OKpyra
HoBokyiiObimeBck Camapckoir oOmactu  (manee ['BOY) camocTosATeNbHO —HIH
COBMECTHO C JIPYTHMH JIUIIAMUA OPTAaHU3YIOIINE W (MJIM) OCYIIECTBIISIONNE 00pabOTKy
NEPCOHAIBHBIX JAHHBIX, 4 TaKXE OMNPEICNAIoINEe e 00pabOTKH IMEepPCOHATbHBIX
JaHHBIX, COCTaB IEPCOHAJNBHBIX JAaHHBIX, MOMJEXKAIUX 00paboTke, JeHCTBUS
(onepauun), coBepiiaeMble ¢ NEPCOHAIBHBIMH JTaHHBIMU.

O0paGoTka mnepcoHATBbHBIX MAHHBIX - J00Oe JeiicTBUE (omepanusi) WM

COBOKYITHOCTb JEHCTBUI (omepaunuii), COBEpIIAEMbIX C HCIOJIb30BAaHUEM CPEICTB
aBTOMATH3AIMU WU 0€3 MCIOIb30BaHUS TaAKUX CPEACTB C MEPCOHATBHBIMU JaHHBIMH,
BKJItOYasi cOOp, 3amuch, CHCTEMATH3allMI0, HAKOIUJICHHE, XpAaHEHUE, YTOYHEHUE
(oOHOBIIEHME, U3BMEHEHHE), U3BJICUECHHE, UCII0JIb30BaHUE, Niepenavy (pacpocTpaHeHue,
npeaoCTaBiIeHre, TOCTYM), 00e3IMYMBaHue, OJIOKUPOBAHUE, yAAICHUE, YHUUTOKECHUE
NEPCOHAIBHBIX JaHHbBIX.

ABTOMATH3MpPOBaHHAasi 00padoTKa MeEPCOHAJIBHBIX JAHHBIX - 00paboTka
NEPCOHAIBHBIX JaHHBIX C TOMOLIBIO CPEJACTB BRIYMCIUTEIbHOU TEXHUKH.

PacnipocTpaHeHHe MNEePCOHAJBHBIX [JAaHHBIX - JICWCTBUSA, HANpPaBIICHHBIE Ha
pPacKphITHE TIEPCOHATBHBIX TaHHBIX HEOMPEICTICHHOMY KPYTY JIHII.

IIpenocraBiieHne NEePCOHANBHBIX [JAHHBIX - JCHCTBUs, HaIpaBJICHHbIE Ha
PacKphITHE TIEPCOHAIBHBIX JAaHHBIX OMpPENeICHHOMY JIUILy WM OTPEACIICHHOMY KpPYyTy
TN,

byioknpoBaHue nmepcoHANbHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue o0paboTKu
MEePCOHATBHBIX JaHHBIX (32 UCKIIOYEHUEM CITydaeB, eciii 00paboTka HeoOXoauma Jjis
YTOYHEHHMSI IEPCOHATIBHBIX TaHHBIX ).

YHUYTOKEHHE NEePCOHATbHBIX [JaHHBIX - JCHCTBHs, B pe3yJbTaTe KOTOPBIX

CTAHOBHUTCA HCBO3MOXHBIM BOCCTAHOBUTb COJACPIKAHHUC IICPCOHAJIBHBIX IOAaHHBIX B
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MH()OPMAIMOHHOW CUCTEME MEpPCOHANBHBIX JTaHHBIX W (WJIM) B PE3yJbTaTe KOTOPbIX
YHHUTOXKAKOTCS MAaTEPUATbHBIE HOCUTENHN NMTEPCOHAIBHBIX TaHHBIX.

Oo0e3MuYnBaHue MEPCOHAJBHBIX JAHHBIX - JICHCTBUS, B PE3YJbTATE KOTOPBIX
CTAaHOBUTCSI HEBO3MOXKHBIM 0€3 HCIOJIb30BAaHUS JIOMOJHUTENbHON HH(pOpMaluu
OTIPEJICINTh TMPUHAJICKHOCTh TEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAJIBHBIX TAHHBIX.

HNudopmanuonnass cucreMa MNEPCOHAJBHBIX JAHHBIX - COBOKYIHOCTH
coliepKaluxcsid B 0a3axX [aHHBIX MEPCOHAJBHBIX JaHHBIX M 00ECIEUYMBAIONIUX HX
00paboTKy MH(DOPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKHUX CPEJICTB.

TpaHncrpannuHasi nmepejaya NepcOHAJbHBIX JAaHHBIX - MEpeIavya NEPCOHATBHBIX
JJAaHHBIX HAa TEPPUTOPHUI0 MHOCTPAHHOI'O TOCYJApCTBAa OpPraHy BJIACTH WHOCTPAHHOI'O
rocyJapcTBa, HHOCTpPAaHHOMY (U3HUYECKOMY JIUILY WM WHOCTPAHHOMY FOPUIUYECKOMY
JU1Yy.

2. HazHaueHue U MPaBOBasi OCHOBA IOKYMEHTA

[TonuTrka B OTHOIIEHHM TEepCOHANbHBIX AaHHBIX B I'BOY (manee — IlonuTuka)
ONpeJieNsieT CHCTeMY B3IJIAI0B Ha TmpoOieMy oOecrieueHus 0e30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX M TPEJCTaBIsCT COOOW CHUCTEeMATU3UPOBAHHOE H3JIOKEHUE
LeJie U 3a7ay 3allUThl, KaK OJHO WJIA HECKOJBKO MPABUJI, NPOLEAYP, TPAKTUUECKUX
MPUEMOB M PYKOBOMSIIMX MPHUHIIMIIOB B 00JaCTH WH(POPMAIIMOHHON 0€30MacHOCTH,
KOTOpbIMH pyKoBoJcTByeTcss ['BOY B CBOell AEATEIBHOCTH, a TakKKEe OCHOBHBIX
MPUHIUMIIOB TMOCTPOCHUSA, OPraHU3aLMOHHBIX, TEXHOJOTUYECKUX W MPOLEAYPHBIX
aCIeKTOB oOecreueHrs 0€30MacCHOCTH MePCOHATBHBIX JaHHBIX.

3akOHOATENbHOM OCHOBOM Hactosimer I[lomutukm sBisitorcss  Konctutynug
Poccuiickon ®enepanuu, ['paxngaHckuii, YToJIOBHbIM U TpynoBOW KOIEKCHI,
®enepanbhbiii 3ak0H 0T 27.07.2006 No 152-®3 «O nepcoHalbHBIX JaHHBIX», 3aKOHBI,
yKa3bl, TMOCTAaHOBJICHUA, JPYTrd€ HOPMATHBHBIC JOKYMEHTBHl  JEHCTBYIOIIETO
3akoHoAaTenbcTBa Poccuiickoit ®@eneparuu, nokyMeHTbl OCTOK Poccum u OCb
Poccun.

HUcnonp3oBanne panHoM IlomuTvkn B KadyecTBE OCHOBBI UISL  TOCTPOECHUS

KOMITJIEKCHOW CHCTeMbl HMH(GOPMAIIMOHHON O€30MacHOCTH TMEePCOHANBHBIX JaHHBIX
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['6OY mno3BONMUT ONTUMU3HPOBATH 3aTPAThI HA €€ TOCTPOCHHUE.

[Ipu paspabotke [lOMUTHKK yYWUTHIBAIMCH OCHOBHBIE MPHUHIIUIBI CO3/IaHUSA
KOMILJIEKCHBIX CHUCTEM obOecreueHusi 0e30MacHOCTH MH(POpPMaLUU, XapaKTEPUCTUKUA U
BO3MO>XHOCTH OPraHM3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX aIlapaTHO-
IPOrPaMMHBIX CPEACTB 3aIIMTHl W MPOTUBOACUCTBUA Yrpo3aM 0e30MacHOCTH
nHpopMaruu.

OcHoBHble non0keHUs [lomuTukn 0a3upyrOTCs Ha KAueCTBEHHOM OCMBICICHUU
BOIPOCOB 0€30MacHOCTH MHGOPMAIIMU U HE 3aTPAaruBalOT BOIPOCOB 3KOHOMHUYECKOTO
(KOJIMYECTBEHHOI0) aHaJIn3a PUCKOB U 00OCHOBAHUSI HEOOXOAMMBIX 3aTpaT Ha 3alIUTy
uH(popmanuu.

I1. OBBEKTbBI 3AIIIUTHI

3. OCHOBHBIMM OOBEKTAMH CHUCTEMBbl O€30IaCHOCTU IEPCOHANbHBIX JaHHBIX B
I['bOY aBnsrores:

- UH(POPMAIIMOHHBIE PECYPCHl C  OTPAHUYEHHBIM JIOCTYIIOM, COJEpKallUe
NIEPCOHAIIbHBIE JIAHHBIE;

- npouecchl 00pabOTKM NEPCOHAIBHBIX JIaHHBIX B HH(OPMAIMOHHBIX
CACTEMax IEPCOHAIBHBIX JAHHBIX ['BOY, wundbopmamoHHble TEXHOJIOTHUH,
periaMeHThl U Tpoleayphbl cOopa, 0OpaOOTKH, XpaHEHUs W Mepenadyd MHbOpMaluH,
nepcoHas  pa3pabOTYUKOB U noJib30BaTee  MH(OPMALMOHHBIX CUCTEM U
00CTy’KUBaOUIUI epCcoHal HHPOPMALUOHHBIX CUCTEM;

- uH(popManmoHHas MH(PACTPYKTypa, BKIHOYAIOLIAs CUCTEMBbl 0OpabOTKU U
aHanu3a WH(QOpMalMU, TEXHUYECKUE U MpOoTrpaMMHBIE CpEICTBA €€ 00paboTKH,
nepesayu U OTOOpaKeHUs, B TOM 4YHCIE KaHalbl HHGOPMAIMOHHOTO OOMeHa U
TEJIEeKOMMYHUKALMM, CHCTEMbl M CpEACTBAa 3alUThl WHGOPMAaLUH, OOBEKTHl U
NOMEIIEHUS, B KOTOPBIX PACIOJOXKEHbl TEXHUYECKHE CpelcTBa 00paboTKU
NEPCOHANIbHBIX JJAHHBIX.

1. HEJIX U 3AJAYU OBECIIEYEHUSA BE3OITACHOCTH
MHNEPCOHAJIBHBIX JTAHHBIX
4. MHHrepechl 3aTparuBaeMblX CYOBEKTOB HMH(POPMALMOHHBIX OTHOLIEHUH

CyObekTtamMyn WHGOPMAIMOHHBIX ~ OTHOIIEHWHA TIpH OOecrnedeHnn Oe30MacHOCTH
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nepcoHabHbIX AaHHbIX [ BOY sBnsitoTCA:

- I'BOY, kak co6cTBEeHHUK HHPOPMAITMOHHBIX PECYPCOB;

- pykoBojacTBO UM pabotHuku ['BOY, B COOTBETCTBUU € BO3JIOKEHHBIMU
Ha HUX (PYHKIUSMU;

- rpaxnane Poccuiickon denepannu, rpakjaHe HHOCTPAHHBIX T'OCYIApCTB U
auna 6e3 TpaXxAaHCTBa, KOTOPHIM OKa3bIBAIOTCS TOCYJIapCTBEHHBIE YCIyru B cdepe
oOpa3oBaHMUs.

[Tepeuncrnennbie CyOBEKTH HMH(POPMAIMOHHBIX OTHOIICHWW 3aWHTEPECOBAHBI B
oOecIeueHuu:

- CBOEBPEMEHHOTO JIOCTYIa K HEOOXOIMMbIM UM MEPCOHAIBHBIM JaHHBIM (MX
JIOCTYITHOCTH );

- JIOCTOBEPHOCTH  (TIOJIHOTBI, TOYHOCTH, aJICKBaTHOCTH, I[€JIOCTHOCTH)
MEPCOHATBHBIX JIAHHBIX;

- KOHQUICHIIMAIBHOCTH (COXpaHEHHS B TailHE) MEPCOHAIbHBIX IAHHBIX;

- 3alIUTBl OT HAaBS3bIBAHUS MM JIOKHBIX (HEJIOCTOBEPHBIX, HCKAKEHHBIX)
MEPCOHAIBHBIX IAHHBIX;

- pa3rpaHMYeHHs] OTBETCTBEHHOCTH 33 HApPYUIEHUsS HUX IpaB (MHTEPECOB) U
YCTaHOBJICHHBIX TIPaBUJI 0OpaIlleHUs C IEPCOHATBHBIMU JaHHBIMU;

- BO3MO>XHOCTH OCYILIECTBIICHUSI HEMPEPBIBHOTO KOHTPOJISI M YIPABICHUS
npoiieccaMu 00pabOTKHU U Niepeayu MEPCOHAIbHBIX JaHHBIX;

- 3aIUTHI IEPCOHATBHBIX IAHHBIX OT HE3aKOHHOTO PACIPOCTPAHECHUS.

5. [enu 3amuThI

OCHOBHOW 1€JIbIO, HA JIOCTWKEHHE KOTOPOW HamnpaBJieHbl BCE MOJOXKCHUS
Hactosime [lomutuku, sBisercs 3ammura CyObeKTOB MH(MOPMAIIMOHHBIX OTHOIIECHUN
['BOY  oT BO3MOXHOTO HaHECEHUS UM MaTE€pPUAIBHOTO, (PU3UYECKOT0, MOPAIHHOTO
WJIM UHOTO ylepOa, MOCPEACTBOM CIIYYaHOTO WJIU MPEIHAMEPEHHOTO BO3/ICHCTBUS Ha
MEPCOHANILHBIEC TAHHBIE, NX HOCUTENH, MTPOIIECCHl 00PAOOTKH U Mepeavm.

VkazaHHasi 11€JIb JOCTUTaeTCsl TOCPEACTBOM OOECIEUeHUs] W TOCTOSHHOTO
MO/ICp>KaHMS CIEAYIOIINX CBOMCTB MEPCOHATBHBIX IAHHBIX:

- JOCTYIIHOCTU TIICPCOHAJIBHBIX JAHHBIX JJIA JICTAJIbHBIX MOJIb30BaTeIeH
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(ycToitunBoro (pyHKIMOHMpOBaHMs MHPopMauuoHHbIX cucteM ['BOY | mpu koTtopom
MOJIb30BATEIN UMEIOT BO3MOXKHOCTH MOJIy4YE€HUSI HEOOXOAUMBIX MEPCOHATBHBIX JaHHBIX
U pe3yJbTaTOB PELICHUS 3aj1a4 3a IPUEMIIEMOE JIJIsl HUX BPEMsl);

- LEJIOCTHOCTU U ayTEHTUYHOCTH (MIOATBEPHKACHUE aBTOPCTBA) NIEPCOHATBHBIX
JAaHHBIX, XpaHUMBIX M 0OpabaThiBaeMbIX B HWH(pOpMalnuOHHBIX cucTtemax ['BOY u
IIepeIaBacMoM 110 KaHajlaM CBSA3H;

- KOH(QUACHIIMATFHOCTA COXpaHeHWsT B  TallHE  ONpPENEICHHON  YacTH
NEPCOHANBHBIX JaHHBIX, XPAHUMBIX, 00pabaThIBaeMbIX MU IEpelaBaeMbIX MO KaHaJaM
CBS3U.

HeoOxoaumblii ypoBEHb JOCTYHMHOCTH, UEJIOCTHOCTH W KOH(UIECHUUAIBLHOCTH
NEPCOHAIBHBIX JTaHHBIX 00ECIEYMBACTCSI COOTBETCTBYIOIIMMU MHOXKECTBY 3HAUMMBIX
yI'pO3 METOIAMH U CPEACTBAMHM.

6. OcHOBHBIE 337aud CHUCTEMBl OO€cleyeHus: 0e30MaCHOCTH IEPCOHATBHBIX
JTAHHBIX.

JInst mOCTMKEHUsT OCHOBHOM IIeNIM 3alllUThl M O0ECIeUeHUs YKAa3aHHBIX CBOWCTB
NEPCOHAIBHBIX JaHHBIX CUCTeMa oOecrieueHus: HHPopMauoHHo# 6e3onacHoctu 'BOY
noJbKHA o0ecrieunBaTh A3 (PEKTUBHOE PEIICHUE CASAYIOMNX 3a/1a4:

- CBOEBPEMEHHOE BBIBICHUE, OLIEHKA U MPOrHO3UPOBAHUE UCTOYHUKOB yIpO3
uH(OPMAITMOHHONW 0€30MaCHOCTH, MPUYUH U YCIOBHUH, CIIOCOOCTBYIONIMX HAHECEHUIO
yiiep0a 3aMHTEpEeCOBAaHHBIM CyObeKTaM MH(GOPMALMOHHBIX OTHOIICHHWH, HAPYIIECHUIO
HOPMAaJIbHOTO (DYHKIIMOHUPOBaHUs HH(popMamoHHbix cucteM 'BOY;

- CO3JaHME  MEXaHHW3Ma  OINEPAaTUBHOIO  PEarMpoBaHHs Ha  yIPO3bl
0e30macHOCTH MH(POPMALIMU U HETaTUBHBIE TEHECHIIUU;

- CO3/1aHUE YCJIOBUM 1 MMHUMM3ALMK U JIOKAJIW3allM HAHOCUMOTO yiepoa
HENPaBOMEPHBIMU JIEHCTBUSIMU (PU3MUECKMX M IOPUAWYECKUX JIMI, OcjabieHue
HEraTUBHOTO BIUSHUA M JIMKBUJALMS TMOCJIEACTBUM HapylieHUsT Oe30MacHOCTH
uHbopMaIuy;

- 3allUTy ~ OT  BMEIIATENbCTBA B Mpolecc  (PyHKUMOHUPOBAHUS
uHpopmanmonHsix  cucteM ['BOY nmoctopoHHMX iuIl;

- pasrpaHUyYeHUE TOCTYIIA MOJIh30BaTeIeH K HHOOPMAITMOHHBIM, allllapaTHBIM,
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nporpaMmMHbIM ¥ UHBIM pecypcam ['BOY (BO3MOXHOCTH JOCTyIa TOJBKO K  TEM
pecypcaM M BBINOJHEHUS TOJIBKO TEX OINepauuid ¢ HHUMH, KOTOpPbIE HEOOXOIUMBI
KOHKPETHBIM TOJIb30BaTENSIM /I BBIMIOJHEHUS CBOMX CIIYKEOHBIX OOS3aHHOCTEH), TO
€CTh 3allIUTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

- 3alUTY OT HECAHKUWOHUPOBAHHOW MOAU(DUKAIIMK HCIOJIb3YEMbIX B
uHpopmarmonHoi cucreMe ['bOY mnporpaMMHBIX CpeNICTB, a TaKXKe 3aIUTy CUCTEMBbI
OT BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX MTPOrpamMM, BKIIOYasi KOMIIbIOTEPHBIE BUPYCHI;

- 3alUTy HMHQOpPMAIMM OTPAaHWYCHHOTO IIOJIb30BAHMUS OT YTEUKH IIO
TEXHUYECKUM KaHallaM Ipu ee 00paboTKe, XpaHEHUH U Mepeaye Mo KaHajaM CBS3H.

7. OCHOBHBbIE MYTH PEIICHUS 337a4 CUCTEMBI 3aIUThI

[TocTaBieHHBIE OCHOBHBIE LIEIW 3AIUTHI U PEILICHUE NEPEYNCICHHBIX BBILIE 3a7a4
JOCTUTAFOTCSL:

- CTPOTMM YYETOM BCEX MOJIECKAIIMX 3alIUTe PECypcoB HMHPOPMALMOHHON
cucrembl ['BOY (undopmanum, 3anad, JOKYMEHTOB, KaHAJOB CBSI3U, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PA0OUYUX MECT);

- IIOJIHOTOM,  pEeajbHON  BBIINOJHUMOCTBIO W  HENPOTUBOPEYUBOCTHIO
TpeOOBaHMI OPTaHU3AIMOHHO-PACTIOPSIIUTENBHBIX qoKyMeHToB 'BOY mo Bompocam
oOecrieueHus: 6€30MacCHOCTH UH(POPMaALIUK;

- MOATOTOBKOM JOJKHOCTHBIX JIUI[ (PaOOTHUKOB), OTBETCTBEHHBIX 3a
OpraHu3alii0 U OCYUIECTBICHUE MPAKTUYECKUX MEPONPUATUNA MO 00ECIeUeHUIO
0€30MacCHOCTH MEPCOHATBHBIX TAHHBIX U MPOIIECCOB UX 00pabOTKH;

- HAJCJICHUEM  KaxJoro  paboTHWKA  (TOJIb30BATENsl)  MHUHUMAJIBHO
HEOOXOAMMBIMU JJI1 BBINOJHEHUS MM CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEM
MOJIHOMOYMSIMH TI0 JIOCTYITY K H(popMaiimoHHsM pecypcam ['bOY

- YEeTKUM 3HAaHUEM M CTPOTMM COOJIIOJJEHMEM BCEMH IOJIb30BATEISIMU
uHpopmanmonHsix cucteM ['BOY TpeGoBaHuil OpraHU3alMOHHO-PACTIOPSIUTEIBHBIX
JIOKyMEHTOB TI0 BOIIpOcaM oOecrieueHus 6€30macHOCTH HHPOpMaInu;

- NEPCOHAILHON OTBETCTBEHHOCTHIO 32 CBOU JICUCTBUS KaXkJ10I0 pabOTHHUKA, B
paMKax  cBOMX  (YHKUHMOHAJIBHBIX  OOS3aHHOCTEM  HMMEIOUIEro  JOCTyn K

uHdopmarmonasM pecypcam ['bOY;
.



- HEIMPEPHIBHBIM MOJIEPKAHUEM HEOOXOJMMOI0 YPOBHS 3alIUIIEHHOCTH
aJIeMeHTOB HHpopMannoHHo# cpeasl ['BOY;,

- npUMEHEHUEM (PU3NYECKUX M TEXHUYECKHX (IIPOrpaMMHO-annapaTHbIX )
CPEACTB 3allUTHl PECYPCOB CUCTEM M HEMPEPHIBHOW aIMUHHUCTPATHUBHON MOJIEPKKON
WX HCMOJIb30BAHMS;

- 3G(}EKTUBHBIM  KOHTPOJIEM  HaJ  COOJIOJEHHUEM  IOJIb30BATEISIMU
UHPOPMAIIMOHHBIX  PECYPCOB TpeOoBaHUIl TIO oOecrnieueHni0 6€30MacHOCTH
uHbOpMaIny;

- opyuandeckoil 3ammurtod uHTEepecoB ['BOY mnpu B3auMoaencTBUM C
BHEIIHUMHU OpraHu3aiusiMu (CBA3aHHOM C OOMEHOM MEPCOHAIBHBIMU JAHHBIMH) OT
MPOTUBONPABHBIX JIEUCTBUWA, KAaK CO CTOPOHBI JSTUX OpraHU3allUid, TAK H OT
HECaHKIIMOHUPOBAHHBIX JEHCTBUN 00CTYKUBAIOLIETO MEPCOHANA U TPETHUX JIUII.

IV. OCHOBHBIE ITPUHIIUIIBI TIOCTPOEHUS CUCTEMBbI
BE3OITACHOCTHU ITEPCOHAJIBHBIX TAHHBIX

8. Tloctpoenue cuctembl oOecredeHHs OE30MacCHOCTH TEPCOHANBHBIX JTaHHBIX
I'BOY, u ee GyHKIMOHHMPOBAHHME JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO
CJIEAYIOIIUMU OCHOBHBIMH MPUHIIUTIAMU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILJIEKCHOCTb;

- HEMPEPHIBHOCTH;

- CBOEBPEMEHHOCTB;

- IPEEMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPLICHCTBOBAHUS;

- pasyMHas IOCTaTOYHOCTh (SKOHOMHUYECKAs 11eJIeCO00Pa3HOCTh);

- NepCOHaIbHAas OTBETCTBEHHOCTD;

- MUHHUMU3AIUS TTOJTHOMOYHNI;

- UCKJIIOYCHHE KOH(IIMKTa HHTEPECOB;

- B3aMMOJIEUCTBHUE U COTPYIHUYECTBO;

- rMOKOCTh CUCTEMBbI 3aILUTHI;

- OTKPBLITOCTH AJITOPUTMOB U MCXAHU3MOB 3aIllIUTHI,
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- IIPOCTOTA IPUMEHEHUS CPEJICTB 3alUTHI;

- 00OCHOBAaHHOCTb U TEXHUYECKAs peajn3yeMOCTh;

- crenManu3anus U NpopecCUOHAIN3M;

- 00513aTe€IbHOCTh KOHTPOJIS.

9. 3aKOHHOCTb

[Tpenmosiaraer OCyIIECTBICHUE 3ALIUTHBIX MEPONPUATUN U Ppa3pabOTKy CHUCTEMBI
0e30macHOCTH TepcoHaNbHbIX JaHHbIX ['BOY B cOOTBEeTCTBUM C JEHCTBYIOIIUM
3aKOHOJATEIbCTBOM B OO0JAaCTH 3allUThl NEPCOHAIBHBIX JAHHBIX, a TAKXKE JPYTHX
3aKOHOJATEIbHBIX AKTOB IO Oe3zomacHocTH HMH(popmanuu P®, ¢ nmpuMeHeHneM Bcex
JI03BOJIEHHBIX METOJ0B OOHApY»XEHUs U MPECceYeHUs] MPaBOHAPYIICHUW IpH padoTe C
NEPCOHAIBHBIMU JaHHBIMU. [IpUHATEIE Mepbl 6€30MACHOCTH NEPCOHANIBHBIX JTAHHBIX HE
JTOJIKHBI IPEMSTCTBOBATh JOCTYITY IIPAaBOOXPAHUTEIBHBIX OpraHoB B
IPETYCMOTPEHHBIX 3aKOHOAATEICTBOM CIy4asX.

Bce mnonp3oBarenu uH(opMmanmonHoit cuctemsl ['BOY IOJDKHBl  UMETh
NpEeACTaBICHUEe 00 OTBETCTBEHHOCTH 3a IpaBOHApyleHUuss B o00jacTu oO0pabOTKH
NIEPCOHAIIBHBIX JAHHBIX.

10. CucreMHOCTB

CucteMHbII MOAXOA K MOCTPOCHHMIO CHUCTEMBbI 3amuThl uHpopmamuu B ['BOY
IIPEAINOaraeT y4yeT BCEX B3aMMOCBSA3aHHBIX, B3aUMOJECHCTBYIOIIMX U U3MEHSIOLIIUXCS
BO BPEMEHU 3JIEMEHTOB, YCIOBUW U (PaKTOPOB, 3HAYMMBIX JJI IOHUMAHUS U PEIICHUS
npo0emMbl oOecrieueHns 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX.

[Ipu cozmaHuuM cHCTEMBbI 3alIUThI JTOJKHBI YUHUTHIBAaTHCS BCE ciadble M Haubosiee
ysi3BUMBbIe MecTa MHpopmaoHHoi cuctembl ['BOY, a Takke xapakTtep, BO3MOXXHbIE
OOBEKTHl W HANpaBJICHUS aTaKk Ha HEe CO CTOPOHBI HapymmTeleH (0coOEHHO
BBICOKOKBIM()UIIMPOBAHHBIX  3JIOyYMBINUIEHHUKOB). (CucTemMa  3alluMThl  JIOJDKHA
CTPOUTBCA C YYETOM HE€ TOJIbKO BCEX M3BECTHBIX KaHAJIOB MPOHUKHOBEHUS H
HECAaHKIIMOHUPOBAHHOIO JIOCTyna K HH(GOpMalWH, HO U C YYETOM BO3MOXKHOCTU
NOSIBJICHUS! TPUHIIMITMAIBHO HOBBIX ITyTeH peaau3aliuu yrpo3 6€30MacHOCTH.

11. KommekcHOCTh

KommnekcHoe ucnojib30BaHuE MCTOAOB U CPCACTB 3allIUThl KOMIIBIOTCPHBIX CUCTCM
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MPEANOIAraeT CONNIACOBAHHOE NMPUMEHEHHE PAa3HOPOJHBIX CPENICTB MPH IMOCTPOEHUU
IETOCTHOM CHUCTEMBI 3alllUThl, MNEPEKPHIBAIONICH BCE CYIIECTBEHHbIC (3HAYMMBIC)
KaHaJIbl peajiv3alii Yrpo3 U HE CoJepkallei clladblX MECT Ha CTHIKaX OTAEIbHBIX €€
KOMIIOHEHTOB. 3alIuTa 0 KHA CTPOUTHCS SUIECIOHUPOBaHO. BHEMIHSAS 3a1UTa OJKHA
o0ecnieunBaTbcsd (PU3MUECKUMH CPEACTBAMM, OPTaHM3AIMOHHBIMH W IPaBOBBIMU
MEpaMH.

12. HenpepbIBHOCTB 321U THI

Obecnevenre 0€30MaACHOCTH MEPCOHAIBHBIX JAHHBIX — MPOLECC, OCYIIECTBISAEMbII
pykoBoauteneM ['BOY, pabornukamu 'BOY Bcex ypoBHed. DTO HE TOJIBKO M HE
CTOJIbKO MpoLeAypa WM TMOJIUTHKA, KOTOpas OCYIIECTBISETCA B OIpPENeSICHHbIN
OTPE30K BPEMEHH WA COBOKYIHOCTb CPEICTB 3aIUTBI, CKOJIBKO IPOLECC, KOTOPBII
JTOJDKEH MOCTOSIHHO UITH Ha BceX ypoBHsIX BHYTpU ['BOY  u xax sl pabotauk ['bOY
JOJDKEH TNPUHUMATh ydacTHe B 3TOM mpouecce. JleaTenpHOCTh MO0 00ecnedyeHHI0
MHPOPMAIMOHHON  0€30MaCHOCTH  SIBISIETCS COCTAaBHOM 4YacThiO IOBCEJHEBHOU
nestenpHocTH ' BOY. U ee adphekTUBHOCT 3aBUCUT OT ydactus pykoBoautens ['bOY
B o0ecrieueHnH HH(OPMALIMOHHON O€30MMaCHOCTH MEPCOHATIBHBIX JTAHHBIX.

Kpome TOro, OOJBIIMHCTBY (U3NYECKUX M TEXHUUYECKHUX CPEJCTB 3aIIMUTHI IJIs
3((})EKTUBHOTO  BBIIIOJIHEHHS ~ CBOMX  (PYHKUMH  HeoOXoauma  MOCTOSIHHas
OpraHu3alMoHHas (aJMUHHUCTpaTHUBHAs) MOAJEpKKa (CBOEBpEMEHHass CMEHa U
o0OecrieyeHUe  NPABWIBHOTO  XpaHEHUSs W NPUMEHEHHS  MMEH, MapoJieH,
nepeornpeesieHe NoJHOMOUnid U T.11.). IlepepbiBbl B paboTe CpeACTB 3allMThl MOTYT
OBITh HKCIIOJIb30BAHbI 3JIOYMBIIIJICHHUKAMHU JUIsl aHalIW3a NPUMEHSEMbIX METOJOB U
CPEICTB 3alIUThl, JJIsi BHEAPEHUS CIEHHAIBHBIX NPOrPAaMMHBIX U allapaTHBIX
"3aK1aJI0K" U APYTUX CPEACTB MPEOIOJICHHUS 3alUTHI.

13. CBOEBPEMEHHOCTh

[Ipeanonaraer ynpexpaaroumili xapakTtep Mep oOecrneueHus 0e30macHOCTU
NEPCOHANBHBIX JI@HHBIX, TO €CTh IIOCTAHOBKY 3aJa4y [0 KOMIUIEKCHOW 3allluTe
NEPCOHANIBHBIX JIAHHBIX U pealn3alrio Mep odecriedeHnsi 0€30MacHOCTH MEePCOHANTbHBIX
JAHHBIX HA PAHHUX CTaIUsAX pa3padOTKM MHPOPMALMOHHBIX CUCTEM B LIEJIOM U HUX

CHCTCM 3alllUThI, B YaCTHOCTH.
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Pa3paboTka cucTembl 3alIUTHl JIOJDKHA BECTUCH MMapajliebHO C pa3pabOTKOW H
pa3BUTHEM CaMOW 3aIuIiaeMold WH(POPMAITMOHHOW CHCTEMOW. DTO TMO3BOJUT y4eCTh
TpeOoBaHMs O€30MaCHOCTU MPU MPOEKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CYETE,
co3nmath Oosiee 3(dexkTuBHBIC (KaK IO 3aTpaTaM pPEeCcypcoB, TaK W IO CTOMKOCTH)
CHCTEMBI, 00JIaJatoIINe JOCTATOYHBIM YPOBHEM 3alUIIIEHHOCTH.

14, [IpeeMCTBEHHOCTh U COBEPIIICHCTBOBAHUE

[IpenmomnaraeT TOCTOSTHHOE COBEPIICHCTBOBAHUE MEpP U CPEACTB  3alllUThI
MEPCOHANBHBIX JAaHHBIX HA OCHOBE MPEEMCTBEHHOCTH OpPTaHU3AIMOHHBIX U
TEXHUYECKUX  PEIICHUN, KaJpOBOTO  COCTaBa, aHajau3a  (QPYHKIUOHUPOBAHMS
uHpopmamonHblx cucteM ['BOY M cuctembl €€ 3aluThl C y4eTOM H3MEHEHUH B
METO/IaX U CPEJICTBAX IMepexBaTa UH(POpMAIMK, HOPMATUBHBIX TPEOOBAHUH I10 3allUTE,
JIOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0EKHOTO OIbITa B ATOM 00JIACTH.

15. Pa3ymHas 10cTaTOYHOCTh (IKOHOMUYECKAs 11e71ecO000pa3HOCTh)

[Ipeanonaraer COOTBETCTBHE YpOBHSA 3aTpaT Ha obOecrneueHue O€30MacHOCTU
MEPCOHANBHBIX ~ JAHHBIX IIEHHOCTH WH(GOPMAIIMOHHBIX pPECypCcOB W  BEIUYMHE
BO3MOXKHOTO yiepba OT HX pas3rjalieHusi, YTpaThl, YTEUKH, YHUYTOXKEHUS U
uckaxenus. HMcmonp3yemble Mepbl M cpeiAcTBa  obOecrieueHus 0e30MacHOCTH
WH()OPMAITMOHHBIX PECYpPCOB HE JIOJDKHBI 3aMETHO YXYAIMIATh OSPrOHOMUYCCKUC
nokasarteyid paboThl KOMIOHEHTOB MH(popMarmorHoi cucreMsl [ BOY.

16. [TepconanbHast OTBETCTBEHHOCTh

[Ipenmonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecmeueHue Oe30MacHOCTH
MEPCOHANIBHBIX JAHHBIX U CHUCTEMbI X 00pa0OTKM Ha Ka)XJA0ro pabOTHHKA B Mpejenax
€ro TOJHOMOYMU. B COOTBETCTBHMM ¢ OTHUM TIPHUHIMIIOM paclpeleicHUe TMpaB H
00s13aHHOCTEW pAaOOTHUKOB CTPOUTCS TaKUM o0O0pa3oM, 4YTOOBI B cliydae Jt000ro
HapyIIEHUs KPYT BUHOBHUKOB OBLT YETKO U3BECTEH MJIM CBEACH K MUHUMYMY.

17. MuHanMu3anus IMOJIHOMOYUN

O3HauaeT MPENOCTaBICHUE TOJIH30BATEISIM MUHUMAIBHBIX TIpaB JOCTyla B
COOTBETCTBUH CO CIY)KEOHOH HEOOXOAMMOCTHIO. J[OCTYN K MEepCOHANBHBIM JaHHBIM
JOJKEH TIPENOCTABIATHECA TOJBKO B TOM ClIydae W OOBEMe, €CIM 3TO HEOOXOIMMO

pa60THI/IKy JJIA BBIITOJIHCEHUA €TI0 JOJIKHOCTHBIX 00s13aHHOCTEIA.
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18. Uckmouenue koHGIUKTa HHTEPECOB (pa3aeneHue PyHKIU).

O¢ddexTuBHas  cucremMa  obecrieueHuss  MHPOPMAIIMOHHOM  O€30MacCHOCTH
NpeanojaraeT 4YeTkoe pas3felieHre O0sS3aHHOCTe paOOTHUKOB M HCKIIIOYEHUE
cCUTyalMii, Korjma cdepa OTBETCTBEHHOCTH pPaOOTHUKOB JIOMYCKAaeT KOH(IUKT
uHTepecoB.  Cdepbl  MOTEHUHUANBHBIX  KOH(JIMKTOB  JOJDKHBI  BBISBJISTHCH,
MHUHUMU3UPOBATHCS, U HAXOJUTCA MOl CTPOTHM HE3aBUCHUMBIM KOHTpoJsieM. Peanuzanus
JAHHOTO TMPUHIMMA TMPEANoiaraeT, 4yro HU OAWMH pPaOOTHUK HE JOJDKEH HWMETh
MOJTHOMOYHU, MO3BOJISIIOIIUX €MY €IMHOJIUYHO OCYIIECTBIISITh BHITTOJTHEHUE KPUTHUHBIX
onepanuid. Hanenenue paOOTHUKOB TMOJTHOMOYHUSIMU, MOPOKIAIOMUMU KOH(IUKT
MHTEPECOB, a€T €My BO3MOXHOCTb MOJITACOBBIBATh MH(GOPMAIIUIO B KOPBICTHBIX IEJISIX
WM C TEM, YTOOBI CKPBITh IPOOJIEMBI WJIH TTOHECEHHBIE YOBITKU. JIJI CHUKEHUSI prUCKa
MaHHIYJIUPOBAHUS MEPCOHAJIBbHBIMUA JAaHHBIMU U PUCKA XUIICHUS, TAKUE MOJIHOMOYUS
JIOJDKHBI B MAKCUMAJIBHO BO3MOXXHOUM CTETNEHU OBITh Pa3/IeNIeHbl MEXKIY pPa3IMUYHBbIMU
padornukamu  ['BOY. Heob6xogumo  mpoBOIUTH  NEPUOJUYECKHE  MPOBEPKU
o0si3aHHOCTEeW, (YHKIIMH U JACSITEIBHOCTH PAOOTHUKOB, BBIMOJHSIOMIUX KIIOUYEBbHIC
byHKIMM, C TeM, 4YTOObl OHM HE HMEIM BO3MOXKHOCTU CKPBIBATh COBEpIICHUE
HEMPaBOMEPHBIX JIecTBUM. KpoMe Toro, He00OX0MMO NMIPUHUMATH CIICIIUATBLHBIE MEPHI
M0 HEJIONMYILIEHUIO CTOBOPA MEXKTy paOOTHUKAMHU.

19. B3auMojelicTBUE U COTPYIHUYECTBO

[Ipeanonaraer co3ganue OnaronpusTHOM atMocdepsl B koswiektuBe ['BOY. B
Takol OOCTaHOBKE pPAaOOTHUKUA JOJKHBI OCO3HAHHO COOJIIOIaTh YCTAHOBJICHHBIE
nmpaBuja U OKa3blBaTh COACHCTBUE NESITEIBHOCTH aJIMHHHCTPATOPOB OE30MaCHOCTH
MH(POPMAITMOHHBIX CUCTEM NIEPCOHATBHBIX JTAHHBIX.

BaxnpiM  snemeHTOM 3 (PEKTUBHONW CHCTEMBl OOecredeHus Oe30MacHOCTH
nepcoHanbHbIX NaHHbIX B [[BOY siBnsieTcs BpIcOKast KyiabTypa paboThl ¢ nH(pOpMaIuei.
PykoBoactBo 'BOY HeceT OTBETCTBEHHOCTh 3a CTPOTOE COOJIIOICHUE ITHUYECKUX HOPM
U CTaHHapTOB  NPOPECCHOHAIBHOW  JIESITENIBHOCTH,  IMOJYEPKHUBAIOIMICH |
JEMOHCTPUPYIOLIEH MepcoHady Ha BCEX YPOBHAX BaXHOCTh OOECHedYeHUs
uHpopmarmonHoi 6e3omacHoct 'BOY. Bee pabotHuku 'BOY nomkxHbI MOHUMATh

CBOIO pOJIb B Mpoliecce obecrieueHns HHGHOPMAIMOHHONW O€30ITaCHOCTH M MPUHUMATh
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ydyacThe B 3TOM mpouecce. HecMoTpst Ha TO, 4TO BBICOKas KyJbTypa OOECredeHHs
nH()OpPMAITMOHHONW O€30MacHOCTH HE TapaHTHUPYET AaBTOMATHYECKOTO TOCTYIKCHHS
1esnei, ee OTCyTCTBUE CO3JaeT OOJbIe BO3MOKHOCTEH ISl HAPYIIEHUsT 0€30MaCHOCTH
WM He 0OHapyx eHus (DaKTOB €€ HAPYIICHHUS.

20. ['MOKOCTH CUCTEMBI 3aITUTHI

Cucrema obGecrieueHuss HHPOPMAITMOHHOW OE30MaCHOCTH JOJKHA OBITh CIIOCOOHA
pearnpoBaTh Ha U3MEHEHUs BHEIIHEW cpeibl U ycioBui ocymectsienus ' BOY  cBoeit
JESITENbHOCTH. B 4MCIIO TaKUX M3MEHEHUN BXOJIST:

- M3MEHEHHS] OPraHU3allMOHHOM U IITATHOW CTPYKTYPHI;

- W3MCHCHHUE CYIICCTBYIOIIMX WM BHEIPCHUE TMPUHIIUIIAATLHO HOBBIX
UH(OPMAITMOHHBIX CUCTEM;

- HOBBIC TEXHUYECKUE CPE/ICTBA.

CBOICTBO THOKOCTH CHCTEMBbl oOOecreueHuss WHOOPMAIMOHHOW 0€30MacHOCTH
n30aBlIIeT B TAaKUX CUTYalUsIX OT HEOOXOAMMOCTH MPUHATHSA KapJUHAJIBHBIX MEp IO
MIOJTHOK 3aMeHEe CPEACTB W METOJOB 3allUThl Ha HOBBIC, YTO CHIDKAET €€ OOIIyro
CTOUMOCTb.

21. OO0O0CHOBAaHHOCTH U TEXHUUYECKAs PeaTu3yeMOCTh

NupopmaimoHHbie TEXHOJIOTHH, TEXHUYECKHUE U MMPOTPAMMHEBIE CPEACTBA, CPEACTBA
U MEpHbI 3alUThl IEPCOHATBHBIX JAHHBIX JOJIKHBI OBITH PEaTN30BaHbl HA COBPEMEHHOM
YPOBHE pa3BUTHsI HAyKW M TEXHUKH, OOOCHOBAHBI C TOYKH 3PEHUS JTOCTHKCHUS
3aIAHHOTO YPOBHS 0€30MacHOCTH MH(OPMALMK U SIKOHOMUYECKOU I11e71€CO00pa3HOCTH,
a TakXe JOJKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM M TPEeOOBAHUSM IO
0€30MacCHOCTH MEPCOHATBHBIX IAHHBIX.

22. Crnennanuzarus 1 npohecCuoHATN3M

[Ipeamonaraer mpuBJicUYeHHE K pa3pabOTKE CPEJCTB W peaM3alil MEp 3allUThI
MIEPCOHAIILHBIX TAHHBIX CTeIUaTU3UPOBAHHBIX OpraHu3aIlni, HambOoJee
MOJITOTOBJICHHBIX K KOHKPETHOMY BHJIY JIEATEILHOCTH O 00€CIIeUeHNI0 OE30MaCHOCTH
WHOOPMAITMOHHBIX ~ PECYPCOB, HMMCIONIUX  OMBIT  TNPAKTHYCCKOH  pabOThl W
rOCyJapCTBCHHYIO JIMIICH3UIO HA TIPABO OKa3aHUs yCIyT B 3TOH 00JlacTH (JIMIICH3UATHI

OCTOK Poccuu u DOCBH Poccum). Peanuzanusi agMUHHCTPATHUBHBIX MEP U
13



JKCIUTyaTallsl CPEICTB 3alllUThl JOJDKHA OCYIIECTBISTHCS — MPO(ECCHOHATBHO
MOJATOTOBJIEHHBIMU PAOOTHUKAMM.

23. O0s13aTeTbHOCTH KOHTPOJIS

[Ipeanonaraer o00s3aTENILHOCTh U CBOEBPEMEHHOCTh BBISBICHUS U TMPECEUCHUs
MOMBITOK ~ HapyLICHUS  YCTAaHOBJIEHHBIX TMpaBui, oOecredeHus 0e30MacHOCTH
MEPCOHAIBHBIX IAHHBIX, HA OCHOBE MCIOJI3YEMBIX CHCTEM M CPEICTB 3alUThI

NEPCOHANIBHBIX JAHHBIX, IPU COBEPUICHCTBOBAHWU KPUTEPUEB U METOJIOB OLIEHKU
3¢ (PEKTUBHOCTH ITUX CUCTEM U CPEJNICTB.

KoHTposib 3a AesSTeNbHOCTHIO JIF0OOTO MOJIb30BATENs, KAXKIOTO CPE/ICTBA 3AIIUTHI U
B OTHOIIEHHHM JIOOOro OOBEKTa 3alluThl JOJHKEH OCYUIECTBISTBCS Ha OCHOBE
IIPUMEHEHUS CPEACTB OIEPATUBHOIO KOHTPOJISI U PETUCTPALMM U JIOJDKEH OXBaThIBAaTh
KAaK HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKLIMOHUPOBAHHBIE IEVCTBUS NOJIb30BATEIICH.

Kpome toro, appextuBHas cuctema odbecneueHusi UHHOPMAIIMOHHON 0€3011acCHOCTH
TpeOyeT HaJIn4Msl aJeKBaTHOW M BceoOBbeMITIONIEN HH(OPMALIUK O TEKYLIEM COCTOSTHUU
IPOLIECCOB, CBA3AHHBIX C JBWKEHHUEM HHPOPMALMM WU CBEICHUA O COONIOACHUHU
YCTAaHOBJICHHBIX HOPMATUBHBIX TPEOOBaHUM, a TaKK€ JOMOJHUTEIbHOU MHpOpMaIUH,
UMEIOIIEH OTHOIIIEHHE K MPUHATHIO pertenuil. Mapopmanus 1omKkHa OBITh HAZEKHOM,
CBOEBPEMEHHOM, TOCTYIHON U MPABUIBHO 0(OPMIIEHHOM.

Henocrarku cucrembl obecrnieuenust ”HGOPMAIIMOHHON 0€3011aCHOCTH, BBISIBIICHHBIC
pabotHukamu ['BOY noiKHBI HEMEUIEHHO TOBOJAUTHCS 10 cBeleHus aupekTopa [ bOY
U OINEpPaTUBHO YCTPaHATHCSA. BoOMpockl, KOTOpbIE Ka)KyTCS HE3HAUMTENIbHBIMHU, KOTJa
OTJIEJIbHBIE ITPOLIECCHI PACCMATPUBAIOTCS U30JIMPOBAHHO, ITPU PACCMOTPEHUH UX HapALY
C JPYrMMH acleKTaMH MOTYT yKa3aThb Ha OTpHIATENIbHbIE TEHJEHUUHU, TIPO3sIIue
nepepacT B KPyIIHbIE HEJOCTATKH, €CJIM OHU HEe OyayT CBOEBPEMEHHO YCTPAHEHHBI.

V. MEPBI, METOAbI U CPEACTBA OBECIIEYEHUWSA TPEBYEMOI'O
YPOBHS 3AIIUTBI UTHOPOPMALIMOHHBIX PECYPCOB

24. Mepsb! obOecrieueHust HHOOPMAITMOHHON O€30MTaCHOCTH

Bce wmepsl obOecneuenuss OezonacHOCTH UWHMOpMaMoHHbIX cucteM ['BOY
NOAPA3IENSAIOTCS Ha!

- paBOBbIC (3aKOHOIATEIIbHBIE);
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- MOpabHO-3TUYECKUE;

- TE€XHOJIOTHYECKHUE;

- OpraHu3alMOHHbIE (aIMUHUCTPATUBHBIE);

- dbuznyeckue;

- TEXHUYECKHUE (anmnapaTypHble U IPOTPaMMHBIE).

24.1. 3akoHoaTebHbIE (IPABOBbIE) MEPHI 3aIUTHI

K mpaBoBBIM MepaM 3alllUThl OTHOCATCA JEHUCTBYIOIINE B CTPAHE 3aKOHbBI, YKa3bl U
HOPMATUBHBIE aKThl, PEriaMEHTUPYIOUINE MpaBuia OOpalleHHs C IEePCOHAIBHBIMU
JaHHBIMHU, 3aKpEIUIIOIIME IpaBa U OOA3aHHOCTH YYAaCTHUKOB HMH(OPMAIMOHHBIX
OTHOUIEHUH B Ipouecce X 00pabOTKH U MCIONb30BaHUSA, & TAKKE yCTaHABIMBAIOLINE
OTBETCTBEHHOCTb 3a HapyLIEHUs 3TUX NpaBuil. [IpaBoBble MEpbI 3aIUTHI HOCAT B

OCHOBHOM YTNPEXAA0MUN, NPOPUIAKTUIECKUN XapakTep U TPeOyIOT MOCTOSHHOM
Pa3bACHUTEILHON pabOThI € MOJIb30BATENIMU UH(OpMaMoHHON cucteMbl ' BOY .

24.2.  MopanbHO-3TUYECKHE MEPhI 3alTUThI

K MopanbHO-3THUECKMM MepaM OTHOCSATCS HOPMBbI TOBEAEHUS, KOTOpPbIE
TPaJIMLMOHHO  CIOXWJIUCh WM  CKIAJbIBAIOTCS IO MEpPEe  pacHpOCTpaHEHUs
MHOOPMAITMOHHBIX TEXHOJIOTMM B OOIIECTBE. OTH HOPMBI OOJBIIEH 4YacThiO HE
SBIISIIOTCA 00s3aTeIbHBIMU, KaK 3aKOHOJATEIbHO YTBEP)KICHHBIE HOPMATHUBHBIE aKTHI,
OJIHAKO, MX HECOOJII0JICHHE MOXKET MPUBECTU K NaJCHUI0O aBTOPUTETa, IpPECTUXka
yenoBeka, rpynnsl Juil uin ['bOY B neinom. MopajibHO-3THUECKHME HOPMBI OBIBAIOT Kak
HEIUCaHbIe, TaK U MUCaHbIE, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJI (YCTaB) MpaBUl
WIN IpeIucaHuil. MopanbHO-3THUECKHE Mepbl 3aIUTHI SBJISIIOTCS
NpOPUIAKTUYECKUMU M TpeOyIOT MOCTOSSHHOM paboThl MO CO3JaHUI0 3J0pPOBOTO
MOpPaJIbHOIO KJIMMaTa B KOJIJIEKTUBE.

24.3. TexHomorn4ecKkue Mephbl 3alUThI

K nanHoMy Buy Mep 3alIUThl OTHOCSITCSl Pa3HOTO POJia TEXHOJIOTMYECKHUE PEIICHUS
U TpUEMbl, OCHOBAaHHbIE Ha MHCIIOJB30BAHUM HEKOTOPHIX BHUAOB H30BITOYHOCTH
(cTtpykTypHOH, (GYHKUMOHANBHOW, WH(MOPMAIMOHHOW, BpPEeMEHHOM U T.I.) U
HaIpaBJeHHbIE HA YMEHBIIEHHE BO3MOXKHOCTH COBEpLIECHUS paO0OTHUKaMHU OIMIMOOK U

HApYyLICHUI B pPaMKax MPEIOCTABICHHBIX UM ITPAB U MOJHOMOYHH.
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244,  Opra"uzanvoHHbIe (AAMUHUCTPATUBHBIC) MEPHI 3aIIUTHI

OpranuzanuoHHble (AAMUHUCTPATUBHBIE) MEPBl  3aLIUTBl - 3TO MEPHI
OpraHU3allMOHHOTO XapaKTepa, perJaMeHTUPYIOIINE MPoIecChl (PYHKIIMOHUPOBAHUS
CUCTEMBI 00pa0OTKU MEPCOHANIBHBIX JJAHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB,
JEATEIbHOCTh OOCITYKUBAOIIETO MEPCOHANA, & TAK)KE MOPSIIOK B3aUMOIECHCTBUS
MOJI30BATENIEH C CUCTEMOM TaKUM 00pa3oM, YTOObI B HAMOOJIBIIIECH CTEeHH
3aTPyJAHUTH WM UCKIFOUYUTH BO3MOKHOCTh PEATM3ALMH YIPO3 0€30aCHOCTH HIIN
CHU3HUTH pa3Mep MOTEPD B CIyYA€ UX PEATTUZALIMH.

24.5. dopMupoBaHHEe MOJIUTUKH OE30MTaCHOCTH

['maBHas 1enp aJAMHUHUCTPATUBHBIX MeEp - C(HOPMUPOBATH MOJHUTUKY B OOJACTH
oOecrieueHus: 0OE30MaCHOCTH TEPCOHAIBHBIX JaHHBIX (OTpa)Xarollyl0 MOAXOAbl K
3alllUTe TEPCOHAIBHBIX JAHHBIX) U OOECIEYUTh €€ BBINMOJHEHUE, BbIACIAS
HEO0OXOIMMBIE PECYPCHI U KOHTPOJIUPYS COCTOSTHUE JEII.

25. PernaMeHTanus JOCTyIa B IOMEIICHUS

Komnonentsl unH(popmanmonHoit cucteMbl ['BOY nomkHbl pa3Mmemarbcs B
MOMEIICHUIX, HaXOAIIMXCS T0J OXpaHOW WM HaOMIOJEHUEM, HCKIIOYAOIUM
BO3MOYKHOCTh OE€CKOHTPOJIbHOTO MPOHUKHOBEHUSI B TIOMEIICHUS MOCTOPOHHUX JIUIl U
o0ecrnieunBaOMIMM  (PU3UMYECKYI0  COXPAHHOCTh  HAXOASIIUXCS B  MOMEIICHUU
3alMIIAeMbIX pecypcoB (mokymeHTOB, APM wu T.m.). YOopka Takux MNOMEIICHUI
JOJKHA TIPOU3BOAMTHCS B MPUCYTCTBUM OTBETCTBEHHOTO pPAaOOTHUKA, 3a KOTOPBIM
3aKpeMJICHbl JaHHbIE KOMIIOHEHTBI, C COOJIIOJICHHUEM MEp, HUCKIIOYAIOIIUX JTOCTYII
MOCTOPOHHUX JIUI] K 3aIIUIIAEMbIM HH(POPMAIIMOHHBIM peCcypcam.

Bo Bpemsi 00pabOTKM MEpCOHANBbHBIX JAHHBIX B TaKMX TMOMEIIECHUSX JIOJKEH
MPUCYTCTBOBATh TOJBKO TEPCOHAN, JOMYIICHHBIH K paboTe ¢ MNepCcoOHATbHBIMU
JAHHBIMH. 3ampemiaeTcss MPUeM MOCETUTENEH B MOMENICHUSAX, KOT/Ia OCYIIECTBISIETCS
00paboTKa MepCOHANLHBIX JTaHHBIX.

[To okoHyaHum paboyero JHs, MTOMEMICHHS, B KOTOPBIX Pa3MENIAl0TCS KOMIIOHEHTHI
uHpopmanmonHou cucteMbl ' BOY, nomkHbI 3anupaThcs Ha KITIOY.

B ciywae ocHaleHusi TOMEIIEHU CPEICTBAMHM OXPAaHHOW CUTHAJIU3ALMH, a TaKkKe

ABTOMATHU3UPOBAHHON CHCTEMOW MPUEMA M PETUCTPALMM CUTHAJIOB OT 3TUX CPEACTB,
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npueM-ciaya TaKuX [OMEIIEHUH TMOJ OXpaHy OCYIIECTBISETCS HAa OCHOBaHUU
CHeuaibHO pa3padaThiBAEMON HHCTPYKLHUU.

26. PernamenTarus JIoITycKa pabOTHUKOB K UCIOJIb30BAHUIO
MH(OPMAIMOHHBIX PECYPCOB.

B pamkax pazpemmrenbHOil cUCTeMbl (MaTpHIbl) JAOCTyNa YCTAaHABIMBAETCS: KTO,
KOMY, KaKyro MH(OpMaIuIo U JJig KaKoro BuAa JAOCTyNa MOXKET MPeOCTaBUTh U MpHU
KAKUX YCJIOBHSIX.

Jlommyck mosib3oBaTeneld Kk pabore ¢ WHOOPMAITMOHHOW CHCTEMOW M JOCTYI K €€
pecypcaM JOJKEH OBbITh CTPOrO periiaMeHTHpoBaH. JIoOble M3MEHEHHs CcocTaBa U
MOJIHOMOYMI TOJIb30BaTeNIed TMOJACUCTEM JOJIKHBI IPOU3BOIUTHCS YCTAHOBIECHHBIM
HOPSIIKOM.

YPpoBEHB NOJHOMOYNI KaKI0TO TIOJIB30BATEIIS OIIPENEIIAECTCS HHINBHU Y AJIBHO.

OOpaboTka NEpPCOHATBHBIX JAHHBIX B KOMIIOHEHTaX HMH()POPMALMOHHBIX CUCTEM
['BOY noikHA MPOU3BOAUTHCS B COOTBETCTBUH C YTBEPKACHHBIMU TEXHOJIOTUYECKUMHU
UHCTPYKITUSMHU.

217, PernmamenTtanus ~ mporeccos OOCITyMBaHUSI M  OCYILUECTBJICHHUSA
MoM(UKAIMK alllapaTHBIX U IPOTPaMMHBIX PECYpPCOB.

B uensx mnopnepxkaHus pexuMa WHOOPMAIMOHHOW O€30MacHOCTH amnmnapaTHo-
nmporpamMmHasi KOHUTypaius aBTOMaTU3MPOBAaHHBIX pabouux mecT padotHukoB 'bBOY
, C KOTOPBIX BO3MOXKEH JOCTYIl K pecypcaM HH(OPMAIMOHHBIX CHUCTEM, AOJDKHA
COOTBETCTBOBATh KPYry BO3J0KEHHBIX HA JIAHHBIX MOJb30BaTeNed (DYHKIIMOHAJIBHBIX
00s13aHHOCTEH.

B xoMnoHeHTax MH(OPMAIMOHHBIX CUCTEM M Ha pabOYMX MECTaX MOJIb30BaTeleH
JOJKHBI YCTAHABIIMBATHCS M UCIOJIB30BATHCS JINLIEH3UOHHBIE IPOrPAMMHBIE CPEACTBA.

28. ObecrnieueHre W KOHTPOJIb (U3UYECKOW IIEIIOCTHOCTH (HEM3MEHHOCTU
KOH(UTrypalun) anmapaTHbIX peCypcoB

29. [Totbop w  moaroroBka  mepcoHana, oOydeHHE  MOJb30BaTeNeH
[Tonw3oBatenu uHpopmanuoHHbx cucteM ['BOY, a Takxke pyKoBOASIIMN TepCOHA
JOJDKHBI ~ OBITH  O3HAKOMJIEHBI CO CBOMM ypOBHEM IIOJIHOMOYMM, a TakKxke

OpraHu3alMOHHO-PACHIOPSIANTEIBHOM, HOPMAaTUBHOM, TEXHUYECKOUN u
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HKCIUTyaTallAOHHOM  JIOKyMEHTalueW, Ompeaensdmione TpeOoBaHUd U MOPSAOK
00paboTKH mepcoHaNbHBIX TaHHBIX B [ BOY.

30. OTBETCTBEHHOCTh 3a HAPYIICHHUS] YCTAHOBJICHHOTO TMOPSIKA IMOJIb30BaAHUSA
pecypcamu uaopmaimonHoit cucremsl [ BOY.

Mepa OTBETCTBEHHOCTH I€pCOHana 3a JACHCTBUS, COBEPUICHHBIE B HapyIICHUE
YCTAaHOBJICHHBIX TMpaBWi oOecreueHus Oe3omacHOi paboThl C  MEPCOHAIBHBIMU
JAHHBIMH, JIOJDKHA OMPEIEISTHCS HAaHECEHHBIM YIIepOOM, HAJIMYHUEM 3JI0TO YMBICTA U
IpyruMu (pakTopam 1o ycMotrpenuto pykosoaurens ['bOY.

31. CpexactBa obecrieueHus: 6€30MaCHOCTH MEPCOHANBHBIX TAHHBIX.

Jns obecnieuenus ungopmarmonHoit 6ezonacnoctu B 'bOY OOI No21
r. HoBoky#OblleBcka cpefcTBa 3alIUThl JODKHBI MPUMEHSTHCS KO BCEM pecypcam
uHdopmarmonHsix cucreM ['BOY, HezaBucuMo OoT ux BUJa U (GOPMBI MPEACTABICHUS
uH(pOpMaIUU B HUX.

31.1. duU3NYECKHE CPEICTBA 3aLUTHI

dusznyeckre Mephl 3allUThl OCHOBAaHBI Ha TNPUMEHCHHH pPa3HOTO poja
MEXaHUYECKUX, DJEKTPOHHBIX WIJIMA DJIEKTPOHHO-MEXAaHUYECKUX YCTPOWCTB U
COOPY>KEHHUM, CHEIUATBHO TPEIHA3HAYCHHBIX JIJIS CO3/IaHUs (PU3NYECKUX MPENATCTBHUM
Ha BO3MOXXHBIX ITyTSAX MPOHWUKHOBEHHUS W JIOCTYIMA TMOTCHIMAIBHBIX HApYIIUTEICH K
KOMIIOHEHTAaM CHCTEMbl U 3allMIaeMbIM TEPCOHATBHBIM JIaHHBIM, a TaKXke
TEXHUYECKUX CPEJICTB BU3YAIbHOTO HAOIIOACHUS, CBSA3H M OXPAHHON CUTHAIA3AIIIH.

Jist oOecrieuenusi Quanyeckoi O€30MacHOCTH KOMIIOHEHTOB HH()OPMaLMOHHOM
cuctemMbl ' BOY HeoOXoauMo OCYHIECTBISTh Psii OPraHU3AUOHHBIX M TEXHUYECKHX
MEPOTIPUATHNA, BKJIIOYAIONIUX TPOBEPKY OOOPYIOBaHUSA, MPEAHAZHAYCHHOTO IS
00paboOTKH MepCOHANTBHBIX JTAHHBIX, HA:

- HAJIMYKE CTICIIMAIEHO BHEJPEHHBIX 3aKJIAIHBIX YCTPONCTB;

- BBCJICHHC JOMOJHUTEIIBHBIX OTPAaHWYCHUH 110 JIOCTYNMy B TOMEIICHUS,
MpeIHa3HAYCHHBIC JIsl XpaHEHUsI 1 00pabOTKY MEepCOHATBHBIX JAHHBIX;

- obopynoBaHue cucteM HHGOpPMaATHU3AIMK YCTPOMUCTBAMHU 3alUTHI OT COOEB
AJICKTPOITUTAHUS U TTIOMEX B JIMHUSX CBS3H.

31.2. TexHu4eckue CpecTBa 3aIIUThI
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TexHuueckue  (ammapaTHO-IPOrpaMMHBIE)  MeEpbl  3alllUThl  OCHOBAaHBl  Ha
UCITOJIb30BAaHUU PA3JIUYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHELUANbHBIX MPOrpamMMm U
BBIMOJIHSAIOUIMX (CAaMOCTOATEIBHO WINM B KOMIUIEKCE C IPYTUMH CPENCTBAMU) (PYHKIIUU
3alUThl  (MACHTU(UKALMIO M ayTEHTU(UKALUIO I0JIb30BaTEICH, pa3rpaHuyeHUe
JoCTyma K pecypcaM, perucTpanuio COOBITHM, KpPUOTOrpadUyecKoe 3aKphITHE
uHpopMaruu u T.1.).

C yuetoM Bcex TpeOOBaHMI U TNPHUHIMIOB oOecmedeHus Oe30MacHOCTH
NEPCOHANBHBIX JAHHBIX MO BCEM HAIPABJIEHUSAM 3AIIUTHl B COCTAB CHCTEMBI 3aLIUTHI
JOJKHBI OBITh BKJIIOUEHBI CIIEAYIOIINE CPEICTBA!

- CpEeIICTBA pa3rpaHUYEHHUs IOCTYMA K TaHHBIM;

- CpEICTBa pEerucTpanuu J0cTyna K KOMIOHEHTaM HH(POPMAIIMOHHBIX CUCTEM
¥ KOHTPOJIS 32 UCIIOJIb30BaHUEM UH(POPMAIINH;

- CpElCTBa pearupoBaHUsl Ha HApYLIEHUs pexuMa HHPOPMALMOHHON
0€30I1aCHOCTH.

Ha TexHuueckue cpeacTBa 3allMThl BO3JaraeTcs PElIeHHE CIEAYIOIUX OCHOBHBIX
3aJay:

- uAeHTU(UKALMS U ayTeHTU(UKALMS T0Ib30BaTeNIeH IpY MOMOIIM UMEH WIN
CHEeUaTbHBIX allapaTHbIX CPEICTB;

- perylaMeHTalysl ¥ yIIpaBiIeHUE TOCTYIOM I0JIb30BaTEIEN B IOMEILECHHUS], K
(U3MYECKUM U JIOTHYECKUM YCTPOICTBAM;

- 3aIllMTa OT MPOHUKHOBEHUSI KOMIIBIOTEPHBIX BUPYCOB U Pa3pyIIUTEIbHOTO
BO3JICHCTBHSI BPEIOHOCHBIX IIPOIPAMM;

- perucrpanus BCEX IEWCTBUU IOJIB30BATENS B 3aUIMIIEHHOM >KypHAJIE,
HaJIM4HME HECKOJIBKMX YPOBHEW PEruCTpaly;

- 3alUTa JaHHBIX CHCTEMBI 3aIlMThI Ha (haliJIOBOM cepBepe OT JI0CTyma
MOJI30BATENEH, B UbM JOJKHOCTHBIE 00SI3aHHOCTH HE BXOAUT paboTa ¢ nH(opmanuu,
HaxOJSIIEHCS HAa HEM.

31.3. CpencrBa uaeHTU(UKAIIUA U Ay TEHTU(UKAITUHN TT0JIH30BaTEIICH.

B uensix mnpenorBpaiieHus padboThl ¢ pecypcaMud HHGOPMAIMOHHOW CHUCTEMBI

['BOY mnoctopoHHUX JUI] HEOOXOAUMO O00ECIeUnTh BO3MOKHOCTH PACIIO3HABAHUS
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Ka)KZ0r0 JIEraJIbHOTO NOJIb30BaTeNsl (WM Ipynn noJsib3oBareneit). s unentudukanuu
MOTYT MPUMEHATHCS PA3IMYHOIO pOAA YCTPOMCTBA: MAarHUTHBIE KapTOYKH, KIIFOYH,
KJIIOYEBBIE BCTABKH, JUCKETHI U T.II.

AyteHtudukanys (MOATBEPKIECHUE TMOMJIMHHOCTH) MOJIb30BATENECH TAKXKE MOXKET
OCYULIECTBISATHCA:

- INyTeM IPOBEPKH HAJIUYMs Y IMOJb30BaTENel KaKUX-THO0O CIEeLHaTIbHBIX
YCTPOMCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

- yTEM NPOBEPKU 3HAHUS MU IapoJIeii;

- IyTEeM IIPOBEPKU YHUKAJIbHBIX (PU3MUECKUX XapAKTEPUCTUK U ITapaMeTPOB
caMuX MOJIb30BATENEH IPH MOMOIIH CIIEIHAIBHBIX OMOMETPHUUECKUX YCTPOUCTB.

31.4.  CpencrtBa pa3rpaHudeHus JOCTyTa.

30HBl OTBETCTBEHHOCTH M 33Ja4M KOHKPETHBIX TEXHUYECKUX CpPEICTB 3aLIUThI
YCTaHABJIMBAIOTCS UCXO/I U3 UX BO3MOKHOCTEH M 3KCIUTYyaTallMOHHBIX XapaKTEPUCTHUK,
ONMCAHHBIX B JOKYMEHTALIMH HA JJAHHBIE CPEACTBA.

TexHHYecKue CpelcTBa pa3rpaHUYEHUs TOCTYIA JOJIKHBI 10 BO3MOXHOCTH OBITh
COCTABHOM YaCThIO €IMHOM CUCTEMBI KOHTPOJIS JOCTYIIA!

- Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

- B OT/ICJIbHBIE TTOMEILICHHUS;

- K KoMIoHeHTaM uHopmarronHoi cpensl ['BOY u snementam cucteMbl
3aIlMTHI IEPCOHANBHBIX JAHHBIX ((PU3NYECKUI TOCTYM);

- K MH(OpMAMOHHBIM pecypcaM (IOKyMEHTaM, HOCHUTENIAM HWH(opManuu,
daiinam, Habopam JTaHHBIX, apXHBaM, CIIPaBKaM U T.J1.);

- K aKTUBHBIM pecypcam (MPUKIAJHBIM IPOrpaMMaM, 3a1a4aM M T.11.);

- K OIIEpAallMOHHOM CHCTEME, CHUCTEMHBIM IIporpaMMaM M Iporpammam
3aILUTHI.

31.5.  CpencrBa obecniedeHHs] 1 KOHTPOJIS [IEJIOCTHOCTH

CpenctBa oOecriedeHHs] LIETOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEACTBA
PE3epBHOIO  KOMUPOBAHMS, TNPOrpaMMbl AHTUBUPYCHOM  3alllUTHI, MPOrPaMMBbI
BOCCTaHOBJIEHUS 1I€JIOCTHOCTH OIEPAIMOHHON Cpeibl U 0a3 JaHHBIX.

CpenctBa KOHTPOJIA  IEJIOCTHOCTH  MH(MOPMAIIMOHHBIX  PECYPCOB  CHUCTEMBI
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NpeHa3HAYeHbl JJI1 CBOEBPEMEHHOTO OOHApYKEHUsS MOJU(PHUKAIUUA WIM HUCKAKEHUS
pecypcoB cuctembl. OHHM MO3BOJISIIOT 00ECTIEYUTh MPABUIBHOCTh (PYHKIIMOHUPOBAHUS
CUCTEMBI 3alllUThl M IEJOCTHOCTh XpaHMMOW U oOpabarbiBaeMod WHGMOPMAIIIH.
KoHTponb 1enoctHocTd MHGOpPMAIMKM U CPEJCTB 3alllUTHI, C LEIbI0 O0OeCTIeUeHHUS
HEU3MEHHOCTH  WH(POPMAIMOHHON  Cpeibl, OMNpEeNeNIsIeMOll  MpeayCMOTPEHHOU
TEXHOJIOTHEH O0O0pabOTKM, M 3alUThl OT HECAaHKIMOHUPOBAHHOW MOJUpUKAIIIN
NEPCOHANIBHBIX JAHHBIX JOJDKEH 00€CIeunBaThCA:

- CpEICTBAMM pa3rpaHUYeHus JocTyna (B IMOMENIEHUs, K JOKYMEHTaMm, K
HOCHUTEJISIM UHPOpMAIIUHU, K cepBepaMm, JIOTHYECKUM YCTPOMCTBAM U T.I1.);

- CpEIICTBAMHM 3JIEKTPOHHOU MOAIMKCH;

- CpPEICTBAMM  IIOACYETa  KOHTPOJBHBIX  CyMM ([II  UCIOJIB3yEMOIO
IPOrpPaMMHOTI0 OOECIIEUEHUsI).

31.6. CpeactBa ONEpaTHUBHOTO KOHTPOISI M PETUCTPAIMM  COOBITHIA
0€30I1aCHOCTH.

CpeactBa OOBEKTMBHOIO KOHTPOJS JOJDKHBI OOecnedynBaTh OOHApyX EeHUE U
perucTpanupo Bcex coObITHi (AedcTBuil moib3oBatened, nmonbiTok HCJl u T.1m.),

KOTOpbhIE€ MOTYT IOBJ€Yb 3a CcOO0Ol HapylieHue O€30MacHOCTH M TPUBECTU K
BO3HUKHOBEHUIO KPU3UCHBIX CUTyalMi. AHanu3 coOpaHHOUN CpeaCcTBaMH PErucTpaluu
MHPOpMaIMU TO3BOJISIET BBISBUTH (DAKThl COBEPIICHUS HapYILIEHHWH, HUX Xapakrep,
MO/ICKa3aTh METOJI €r0 PACCIIEOBAHUS U CIIOCOOBI MOMCKA HAPYIIUTEINSI U UCIIPABICHUS
cutyanuu. CpelicTBa KOHTPOJIS U PETUCTPALlMU JOJIKHBI MPEAOCTABIIATh BO3MOKHOCTH:

- BEJICHWA W aHaliu3a >KYpPHAJOB PETHCTpalldd COOBITHI 0e30MacHOCTH
(cHCTEeMHBIX >)KYpHAJIOB);

- NOJlyuYeHHUs] TBEpJOW KomuM (TMeyaTH) *KypHajla PErucTpaluuu COOBITHI
0e3011acCHOCTH;

- YHOPSAI0YCHHUS )KYPHAJIOB, @ TAK)KE YCTAHOBIIEHUS OTPAHUYEHUH Ha CPOK UX
XpaHEHMUS;

- OMEpPAaTUBHOIO OMOBEIICHUS] AAMUHUCTpATOpa O€30MACHOCTH O HAPYLIECHUSX.
[Ipu peructpamuu coObITHI 0€30MaCHOCTH B JKypHalie JOJDKHA (PUKCHUPOBATHCS

cienytomas napopmaus:
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- JaTa v BpeMs COOBITHS;

- UAEeHTUDUKATOP CYOBEKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE JEHCTBUE;

- nercTBUe (TUIT JOCTYIIA).

32. KoHTpoab 3 PeKTUBHOCTH CHCTEMBI 3aIUTHI.

KoHTponb 3(h(PEeKTHBHOCTH 3alUTHl MEPCOHANBHBIX JAHHBIX OCYIICCTBIISIETCS C
IIEbI0 CBOCBPEMEHHOTO BBISBICHUS M TPEAOTBPAIICHUS YTEUKH TMEPCOHATHHBIX
JAHHBIX 3a CYET HECAHKIIMOHUPOBAHHOTO JOCTyMa, a TaKXkKe MPEeayNpexaCHUSI
BO3MOXHBIX  CIICIMATBHBIX ~ BO3JACHCTBUMN, HANpPAaBICHHBIX HA  YHHUUYTOXXCHHE
NIEPCOHABHBIX JTaHHBIX, pa3pylieHne cpenctB uHpopmarmzanuu. KoHTpoas Moxker
MIPOBOJIUTHCS TPUBJICKAEMBIMH JJISI TOU IIEIM OpTaHU3aMsIMA, UMCIOIITIMU JTUTICH3HIO
Ha ATOT BUJI ACSATEIHHOCTH.

Onenka >(pQpekTUBHOCTH Mep 3a HIUTHI MEPCOHANBHBIX JIAHHBIX TPOBOJUTCS C
WCITOJIb30BAHUEM TEXHHUYCCKUX W TMPOTPAMMHBIX CPEICTB KOHTPOJISI Ha TIPEAMET

COOTBCTCTBHA YCTAHOBJICHHBIM Tpe6OBaHI/ISIM.
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